APPENDIX B

Cryptographic Algorithms for Protection of Computer Data During Transmission and
Dormant Storage

The following is taken from "Cryptographic Algorithms for Protection of Computer Data During
Transmission and Dormant Storage,” Federal Register 38, No. 93 (May 15,1973):

Over the last decade, there has been an accelerating increase in the accumulations and
communication of digital data by government, industry and by other organizations in the private
sector. The contents of these communicated and stored data often have very significant value
and/or sensitivity. It is now common to find data transmissions which constitute funds transfers of
several million dollars, purchase or sale of securities, warrants for arrests or arrest and conviction
records being communicated between law enforcement agencies, airline reservations and ticketing
representing investment and value both to the airline and passengers, and health and patient care
records transmitted among physicians and treatment centers.

The increasing volume, value and confidentiality of these records regularly transmitted and
stored by commercial and government agencies has led to heightened recognition and concern over
their exposure to unauthorized access and use. This misuse can be in the form of theft or
defalcations of data records representing money, malicious modification of business inventories or
the interception and misuse of confidential information about people. The need for protection is
then apparent and urgent.

It is recognized that encryption (otherwise known as scrambling, enciphering or privacy
transformation) represents the only means of protecting such data...
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