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Assess the TEMPEST Impact 

Â Although there has been a redirection in the 
impact of TEMPEST countermeasures and 
requirements, neither the requirements nor the 
demonstrated need have ever disappeared. 

Â There usually exists a requirement to provide a 
risk assessment concerning just how secure 
emissions from equipment operating in the 
controlled area really are. 



TEMPEST Site Survey 

Â The TEMPEST site survey is intended to 
evaluate how much protection is needed 
at a given location. 
Â Site surveys, although acceptable to meet 

most requirements, are seldom based on a 
comprehensive emanation attenuation 
analysis. 

Â Stating that there is no risk since an 
unobserved receiver canôt get close enough 
to detect a signal is a risk in itself.  



Facility TEMPEST Analysis 

Â This section presents a risk evaluation of 
the TEMPEST design for equipment 
installed in a specific location.  

Â The analysis can show that the inherent 
design of the facilities where equipment 
is located will satisfy TEMPEST 
requirements with no additional design 
consideration.  



TEMPEST Vulnerability 
Analysis Fundamentals 

Â A formal TEMPEST vulnerability analysis takes 
into account:  
Â Potential source emission levels 

Â Structure attenuation 

Â Aperture losses due to windows and doors 

Â Space loss to a possible covert receiver 

Â Impact of fortuitous conductors  

Â ñInspectableò space 

Â TEMPEST Zone ratings automatically consider 
these individual loss elements. 



Inspectable Space 

Â Understanding the Inspectable space qualifier 
is important when determining the level of 
countermeasures required. 

Â The definition is:  

Â Inspectable Space (IS):  The three dimensional 
space surrounding equipment that processes 
classified and/or sensitive information.  Space within 
which legal authority to identify and/or remove a 
potential exploitation exists or TEMPEST exploitation 
is not considered practical. 



Red/Black Installation 
Guidelines 

NSTISSAM TEMPEST/2-95  



TEMPEST Zone A Definition 

Â Inspectable space less than 20 meters. 

Â Combination of inspectable space and 
attenuation less than that equivalent to 
20 meters of free space attenuation. 



TEMPEST Zone B Definition 

Â Inspectable space greater than or equal 
to 20 meters but less than 100 meters.  

Â Combination of inspectable space and 
attenuation equivalent to 20 meters of 
free space attenuation. 



TEMPEST Zone C Definition 

Â Inspectable space greater than or equal to 
100 meters but less than 1300 meters. 

Â Combination of inspectable space and 
attenuation equivalent to 20 meters of free 
space attenuation and additional attenuation 
greater than or equal to 16 dB.  

Â Combination of inspectable space and 
attenuation equivalent to 100 meters of free 
space attenuation 



TEMPEST Zone D Definition 

Â Combination of inspectable space and 
attenuation equivalent to 100 meters of free 
space attenuation and additional attenuation 
greater than or equal to 36 dB.  

Â Combination of inspectable space and 
attenuation equivalent to 100 meters of free 
space attenuation and additional attenuation 
greater than or equal to 20 dB.  



Requirement Flowchart 
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Typical Site Showing Distances 



Facility Layout 
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Typical Local Power 
Distribution 



Facility Power Distribution 



Environmental Shielding 

Â Non-reinforced concrete, block wall, and brick 
provide no attenuation below 300 MHz and 
about 5 DB above 300 MHz. 

Â I -Beam girder construction when beams are 
grounded provides shielding depending on 
the girder spacing (20 DB average). 

Â Since common construction materials provide 
little attenuation above 30 MHZ, additional 
shielding is nearly always necessary. 



Frequency vs. Wavelength 



SE of Conductive Glass to High 
Z Waves 



Field Strength as a Function of 
Distance 



Shielded Rooms & 
Enclosures  



Shielded Enclosures for 
Testing 



When Full Shielded Rooms 
Are Not Needed 



   When an electric 
field wave reaches 
an impedance 
interface, some 
energy is 
reflected, some 
absorbed, and 
some is 
retransmitted.  



Â Conductivity and 
permeability are nearly 
equal for each type. 

Â The primary determining 
factor when solid rooms 
are required is cost. 

Â Testing usually performed 
in double wall not 
electrically isolated. 

  



Attenuation Comparison of 
Solid Wall Construction Types 

Room Type  15 KHz H-Field 1 GHz E-Field    

          

Isolated  .---------- 84 dB .------------ 120 dB 

  

Non-Isolated .------- 68 dB  .---------- 100 dB 

  

Single  .----- 48 dB  .--------- 90 dB  

 



Thin Shields 

Â It is possible in some instances to 
provide significant shielding effectiveness 
to an existing structure through the use 
of multiple thin layer shields located at 
successive locations within the structure. 

Â The general approach is to use 
environmental foil covered drywall with 
conductive tape and screws to the 
underlying metal studs.  



Multi-Layered Thin Shields 



Nested Shields 

Â Reflection Loss includes the reflections at 
both surfaces, and is independent of 
thickness. 

Â For shields with 10 DB or higher absorption 
loss, the energy reflected back into the shield 
does not contribute significantly to 
attenuation.  

Â For low absorption loss shields such as nested 
thin shields, the reflected and re -reflected 
losses become significant. 



Drywall Environmental Shield 



Conductive Foil Rooms 

Field Type      Freq. (MHz)      Atten. 

(dB) 
  

H Field              0.01       28 

  0.1       50 

  1.0       55 

  

E Field   1   113 

  10    97 

  100   105 

  

Plane Wave  400   90 

  1000   72 

  10000   66 



Structure Grounds 

Â A low impedance structure ground is essential 
to prevent powerlines from conducting 
emissions outside the structure. 

Â Powerline transformer grounds are seldom 
sufficient to provide a low impedance center 
point ground 

Â Salt-pit grounds, copper raceways, and 
conductive stakes are all common methods of 
creating low impedance grounds.  

 



Â Facilities can 
be built with 
good structural 
grounds. 

Â In most 
existing 
facilities, low 
impedance 
grounds must 
be created. 



Grounding Configurations 

The four possible 

grounding configurations 

for a communications 

system. 


